P-59 Acceptable IT Use Policy

Purpose

This policy provides a framework for the safe, responsible, respectful, and lawful use of Information
Technology (IT) infrastructure at Diamond Valley Learning Centre (DVLC).

Scope

This policy applies to any use of IT infrastructure, whether or not during business hours, on DVLC premises,
or through the use of privately owned devices or facilities. It applies to all IT users, including:

e Staff members, volunteers, and contractors;
e enrolled students and participants;

e Board members, and DVLC members; and

e visitors and people hiring DVLC facilities.

Definitions

Digital literacy The set of social, emotional and technological skills and competencies that
people need to understand to use digital devices (such as computers,
laptops, tablets, and smartphones) and online services, and to expand
their opportunities for education, employment and social participation,
including entertainment.

Email Messages distributed by electronic means from one computer user to one
or more recipients via the DVLC network.

Email etiquette Email etiquette includes:

e using a clear subject line;

e being clear and concise (consider using dot points and subheadings)

e proofreading, editing, spellchecking and reading for meaning and tone
before sending the email;

e carefully considering who should be a recipient of the email — don’t
use Reply All or CC indiscriminately;

e sending a holding email if you cannot respond in a reasonable
timeframe;

e not forwarding email chains with FYl and without adding context; and

e not creating, using or disseminating spam.
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Information The use of computers to create, process, store, retrieve, and exchange all

Technology (IT) kinds of data and information.

IT infrastructure The collection of hardware, software, network resources, facilities and
frameworks that are required to maintain, operate, and administer IT
services.

Internet The global computer network which provides a variety of information and

communication facilities consisting of interconnected networks using
standardised communication protocols.

IT Support Lodge a support ticket at www.razornet.com.au.

Social media The collective term for websites and computer applications that enable
community members to develop and share content, collaborate and
interact. Social media includes forums, microblogging, social networking,
business networking, social bookmarking, social curation, podcasts and
wikis. Well known examples include Facebook (social networking site),
LinkedIn (business networking site), X (microblogging service), WhatsApp,
WeChat (multimedia messaging service), YouTube, TikTok (video sharing
websites), Instagram (photograph, video sharing and messaging platform),
Pinterest (social curation website), and Wikipedia (collaborative online
encyclopaedia or wiki).

Unacceptable IT use | Any behavior that contravenes the guidelines established in this policy.

Universal Serial Bus An industry standard for digital data transmission and power delivery
(USB) between many types of electronics.

Policy Guidelines

DVLC uses its IT infrastructure to support the effectiveness of its business, training and administrative
services. DVLC is committed to maintaining the integrity, effectiveness and security of its data and IT
infrastructure, and to protecting it against problems such as error, fraud, defamation, breach of copyright,
unlawful discrimination, illegal activity, privacy violations and service interruptions.

DVLC supports the use of social media tools to promote student engagement in education and training, for
staff professional development, and the sharing of professional expertise, knowledge and content. DVLC is
also committed to improving the digital literacy of all its IT users.

DVLC is the owner of all data:

e created by staff members, contractors and volunteers during their employment; and
e created, sent or received when using its IT infrastructure.

All such data may be accessed as records of evidence for audit, litigation or criminal investigation purposes.
DVLC reserves the right to monitor, filter or block access or usage to ensure compliance with its code of
conduct and ethics, and its policies and values relating to child safety, bullying prevention and non-
discrimination.
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DVLC expects all IT users to behave in a safe, responsible, ethical and lawful manner at all times. This
includes:

observing workplace health and safety guidelines when using IT equipment to avoid eyestrain or visual
fatigue, posture-related injuries and overuse injuries;

reporting faulty equipment or IT issues to IT support as soon as possible;

primarily using IT infrastructure for DVLC business, or education and training purposes (incidental
personal use is allowed if it does not interfere with another person’s work or study); and

complying with DVLC’s conditions of use.

Conditions of use

All IT users are expected to be safe, responsible and respectful, and take reasonable steps to keep their
account secure, including any data they create. All users will be held responsible for their actions when
using DVLC IT infrastructure, and all unacceptable use will be reported to management. Disciplinary
measures may apply, including counselling, loss of DVLC account, and termination of employment or
enrolment. lllegal activities will be reported to the police for investigation and prosecution.

IT users must:

choose an account password that cannot easily be guessed or predicted, and change their password
regularly;

change their account password immediately it becomes known by another person, and not provide it to
others for use;

be mindful of privacy requirements, and protect the security of any data held on mobile devices such as
phones, laptops, memory sticks and other storage mediums;

comply with software licensing agreements;

refrain from creating, using or sending material that is unlawful (such as material that includes child
pornography, racial or religious vilification, blackmail, threats, stalking, defamation);

refrain from creating, using or sending offensive material (such as material that is pornographic,
discriminatory, obscene, profane, harassing, racist, abusive or threatening);

refrain from removing or disabling antivirus and similar software without approval, and not attempt to
bypass system or application security restrictions;

refrain from using or installing unauthorised or unlicensed software; and

avoid downloading malware.

IT users must not:

send unauthorised and unsolicited commercial messages (spam), junk mail or chain letters;

click on an email attachment or embedded link unless they are confident of the identity of the sender;
send material that defames an individual, organisation or business;

use copyrighted material without permission or authorisation;

access unauthorised or illegal websites;

exchange or advertise DVLC business information on social media without authorisation;
intentionally breach confidentiality;

impersonate, falsely represent or use another person’s credentials without authorisation (identity
theft);

use DVLC infrastructure for gambling or unauthorised online contact with a child (under 18 years); or
intentionally damage IT infrastructure.
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For DVLC staff members, Board members, volunteers and contractors
Email Guidelines

treat email correspondence with the same care and diligence as you apply to hard copy
documentation;

use a professional tone at all times;

use generally accepted email etiquette;

manage your email account by actioning emails in a reasonable timeframe (3 working days), clearing
unwanted emails, and organising your inbox;

only send work emails from your DVLC email account;

do not include confidential information in the subject line;

limit personal use of the DVLC email system and never use it for private commercial purposes;

use an out of office message when on leave;

use the approved DVLC email signature which includes your name, role and standard DVLC contact
information;

do not share your login or password with anyone; and

do not use your DVLC email account if you no longer work at DVLC.

Internet and Social Media Guidelines

obtain management approval before making any DVLC information available for public access;

on social media use your own identity (do not be anonymous), be mindful of privacy settings, do not
post photos or videos of staff, students or participants without consent, clearly identify yourself as a
staff member if commenting on DVLC services, and do not imply that your views represent DVLC views
or opinions;

do not access inappropriate websites or subject matter not in keeping with DVLC’s equity principles,
code of conduct and ethics, and legal responsibilities such as child safety standards;

request permission before accessing prohibited websites for legitimate research purposes;

limit personal use of the internet and social media sites during work times, and ensure that your usage
is not disrupting the work or study of others;

carefully consider any posts to social media that reference your work at DVLC; and

report any misuse or breach of this policy.

Guidelines for DVLC teachers, trainers and service providers

ensure that students / participants comply at all times with workplace health and safety;

ensure that students / participants are aware of, and do not engage in, unacceptable IT use, and
understand the consequences of breaches of this IT Acceptable Use Policy (such as losing their DVLC
account);

report unacceptable and malicious behaviour, and wilful computer damage immediately to
management;

report potential hazards or IT issues to IT Support;

encourage students / participants to use IT infrastructure with care and consideration;

model appropriate and acceptable IT usage at all times;

raise student / participant awareness of legal requirements in relation to copyright, privacy,
discrimination, child safety, spam, sharing music and other content etc.

remind students / participants that DVLC IT infrastructure must be used for education and research
purposes only, and not for personal use (unless directed to do so) or malicious purposes;

ensure that students / participants are aware of where to save their work e.g. to USB;
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ensure that students / participants understand security processes such as not divulging their email and
computer login or password; and

raise student / participant awareness of safe online behaviour, email and internet etiquette, plagiarism,
software or copyright infringements, intellectual property, the need to acknowledge source in their
work, etc.

Complaints

Students with an IT — related complaint should report their issue under the DVLC complaints process at
www.dvlc.org.au or the Student Complaints and Appeals Policy.

Unacceptable IT use

All IT users who observe unacceptable IT usage should report the issue to DVLC management for action.

P- 59 Acceptable IT Use Policy Version Date: 10/12/25
Approved by: Board Next Review Date: 31/12/29
Page 5 of 5


http://www.dvlc.org.au/

